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§ 1201. Circumvention of copyright protection systems?

(8) VioLaTioNs REGARDING CIRCUMVENTION OF TECHNOLOGICAL MEASURES.—(1)(A)
No person shall circumvent atechnological measure that effectively controls accessto
awork protected under thistitle. The prohibition contained in the preceding sentence
shall take effect at the end of the 2-year period beginning on the date of the enactment
of this chapter.

(B) The prohibition contained in subparagraph (A) shall not apply to per-
sonswho are users of acopyrighted work whichisinaparticular class of works,
if such personsare, or arelikely to bein the succeeding 3-year period, adversely
affected by virtue of such prohibition in their ability to make noninfringing uses
of that particular class of works under this title, as determined under subpara-
graph (C).

(C) During the 2-year period described in subparagraph (A), and during each
succeeding 3-year period, the Librarian of Congress, upon the recommendation
of the Register of Copyrights, who shall consult with the Assistant Secretary for
Communications and Information of the Department of Commerce and report
and comment on his or her views in making such recommendation, shall make
the determination in arulemaking proceeding for purposes of subparagraph (B)
of whether persons who are users of a copyrighted work are, or are likely to be
in the succeeding 3-year period, adversely affected by the prohibition under
subparagraph (A) in their ability to make noninfringing uses under thistitle of a
particular class of copyrighted works. In conducting such rule-making, the Li-
brarian shall examine—

(i) the availability for use of copyrighted works;

(i) the availability for use of worksfor nonprofit archival, preservation,
and educational purposes;

(iii) the impact that the prohibition on the circumvention of technologi-
cal measures applied to copyrighted works has on criticism, comment, news
reporting, teaching, scholarship, or research;

(iv) the effect of circumvention of technological measures on the market
for or value of copyrighted works; and

(v) such other factors asthe Librarian considers appropriate.

(D) The Librarian shall publish any class of copyrighted works for which
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the Librarian has determined, pursuant to the rulemaking conducted under sub-
paragraph (C), that noninfringing uses by personswho are users of acopyrighted
work are, or arelikely to be, adversely affected, and the prohibition contained in
subparagraph (A) shall not apply to such users with respect to such class of
works for the ensuing 3-year period.
(E) Neither the exception under subparagraph (B) from the applicability

of the prohibition contained in subparagraph (A), nor any determination made
in arulemaking conducted under subparagraph (C), may be used asadefensein
any action to enforce any provision of thistitle other than this paragraph.

(2) No person shall manufacture, import, offer to the public, provide, or other-

wisetraffic in any technology, product, service, device, component, or part thereof,
that—

(A) is primarily designed or produced for the purpose of circumventing a
technological measurethat effectively controlsaccessto awork protected under
thistitle;

(B) has only limited commercially significant purpose or use other than to
circumvent a technological measure that effectively controls access to a work
protected under thistitle; or

(C) ismarketed by that person or another acting in concert with that person
with that person’s knowledge for use in circumventing a technological measure
that effectively controls access to awork protected under thistitle.

(3) Asused in this subsection—

(A) to “circumvent a technological measure” means to descramble a
scrambled work, to decrypt an encrypted work, or otherwise to avoid, bypass,
remove, deactivate, or impair atechnological measure, without the authority of
the copyright owner; and

(B) atechnological measure “effectively controls access to a work” if the
measure, in the ordinary course of its operation, requires the application of in-
formation, or aprocessor atreatment, with the authority of the copyright owner,
to gain access to the work.

(b) ApbiTionaL VioLaTions—(1) No person shall manufacture, import, offer to the
public, provide, or otherwise traffic in any technology, product, service, device, com-
ponent, or part thereof, that—

(A) isprimarily designed or produced for the purpose of circumventing pro-
tection afforded by atechnological measure that effectively protectsaright of a
copyright owner under thistitle in awork or a portion thereof;

(B) has only limited commercially significant purpose or use other than to
circumvent protection afforded by atechnological measure that effectively pro-
tects aright of acopyright owner under thistitlein awork or a portion thereof;
or

(C) is marketed by that person or another acting in concert with that person
with that person’s knowledge for use in circumventing protection afforded by a
technological measure that effectively protects aright of a copyright owner un-
der thistitlein awork or a portion thereof.
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(2) As used in this subsection—

(A) to “circumvent protection afforded by a technological measure” means
avoiding, bypassing, removing, deactivating, or otherwise impairing a techno-
logical measure; and

(B) atechnol ogical measure“ effectively protectsaright of acopyright owner
under thistitle” if the measure, in the ordinary course of its operation, prevents,
restricts, or otherwise limits the exercise of aright of a copyright owner under
thistitle.

(¢) OTHER RiGHTS, ETc., Not ArrecTED.—(1) Nothing in this section shall affect
rights, remedies, limitations, or defensesto copyright infringement, including fair use,
under thistitle.

(2) Nothing in this section shall enlarge or diminish vicarious or contributory
liability for copyright infringement in connection with any technology, product,
service, device, component, or part thereof.

(3) Nothing in this section shall require that the design of, or design and selec-
tion of parts and components for, a consumer €lectronics, telecommunications, or
computing product provide for aresponse to any particular technological measure,
so long as such part or component, or the product in which such part or component
isintegrated, does not otherwise fall within the prohibitions of subsection (a)(2) or
(b)(D).

(4) Nothing in this section shall enlarge or diminish any rights of free speech or
the press for activities using consumer electronics, telecommunications, or com-
puting products.

(d) ExempTioN FOR NONPROFIT LIBRARIES, ARCHIVES, AND EDUCATIONAL INSTITUTIONS.—
(1) A nonprofit library, archives, or educational institution which gains access to a
commercially exploited copyrighted work solely in order to make agood faith determi-
nation of whether to acquire a copy of that work for the sole purpose of engaging in
conduct permitted under this title shall not be in violation of subsection (a)(1)(A). A
copy of awork to which access has been gained under this paragraph—

(A) may not be retained longer than necessary to make such good faith de-
termination; and

(B) may not be used for any other purpose.

(2) The exemption made available under paragraph (1) shall only apply with
respect to awork when anidentical copy of that work isnot reasonably availablein
another form.

(3) A nonprofit library, archives, or educational institution that willfully for the
purpose of commercia advantage or financial gain violates paragraph (1)—

(A) shall, for the first offense, be subject to the civil remedies under section
1203; and

(B) shall, for repeated or subsequent offenses, in addition to the civil rem-
edies under section 1203, forfeit the exemption provided under paragraph (1).

(4) This subsection may not be used as a defense to a claim under subsection
(a)(2) or (b), nor may this subsection permit anonprofit library, archives, or educa-
tional ingtitution to manufacture, import, offer to the public, provide, or otherwise
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traffic in any technology, product, service, component, or part thereof, which cir-

cumvents a technological measure.

(5) In order for alibrary or archives to qualify for the exemption under this
subsection, the collections of that library or archives shall be—

(A) open to the public; or

(B) available not only to researchers affiliated with the library or archives or
with theingtitution of which it isapart, but also to other persons doing research
in aspecialized field.

(€) LAw ENFORCEMENT, INTELLIGENCE, AND OTHER GOVERNMENT ACTIVITIES.—T his sec-
tion does not prohibit any lawfully authorized investigative, protective, information
security, or intelligence activity of an officer, agent, or employee of the United States,
a State, or apolitical subdivision of a State, or a person acting pursuant to a contract
with the United States, a State, or apolitical subdivision of a State. For purposes of this
subsection, the term “information security” means activities carried out in order to
identify and address the vulnerabilities of a government computer, computer system,
or computer network.

(f) Reverse EncINEERING.—(1) Notwithstanding the provisions of subsection
(a(1)(A), a person who has lawfully obtained the right to use a copy of a computer
program may circumvent atechnological measure that effectively controls accessto a
particular portion of that program for the sole purpose of identifying and analyzing
those elements of the program that are necessary to achieve interoperability of aninde-
pendently created computer program with other programs, and that have not previ-
ously been readily available to the person engaging in the circumvention, to the extent
any such acts of identification and analysis do not constitute infringement under this
title.

(2) Notwithstanding the provisions of subsections (a)(2) and (b), a person may
develop and employ technological means to circumvent a technological measure,
or to circumvent protection afforded by atechnological measure, in order to enable
the identification and analysis under paragraph (1), or for the purpose of enabling
interoperability of anindependently created computer program with other programs,
if such means are necessary to achieve such interoperability, to the extent that do-
ing so does not constitute infringement under thistitle.

(3) The information acquired through the acts permitted under paragraph (1),
and the means permitted under paragraph (2), may be made available to others if
the person referred to in paragraph (1) or (2), as the case may be, provides such
information or means solely for the purpose of enabling interoperability of aninde-
pendently created computer program with other programs, and to the extent that
doing so does not constitute infringement under this title or violate applicable law
other than this section.

(4) For purposes of this subsection, the term “interoperability” means the abil-
ity of computer programsto exchange information, and of such programs mutually
to use the information which has been exchanged.

(g) ENCRYPTION RESEARCH.—

(1) DeriniTions.—For purposes of this subsection—
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(A) the term “encryption research” means activities necessary to identify
and analyze flaws and vulnerabilities of encryption technol ogies applied to copy-
righted works, if these activities are conducted to advance the state of knowl-
edge in the field of encryption technology or to assist in the development of
encryption products; and

(B) theterm “encryption technology” meansthe scrambling and descrambling
of information using mathematical formulas or algorithms.

(2) PermissiBLE AcTs oF Encryprion ResearcH.—Notwithstanding the provisions
of subsection (a)(1)(A), it is not aviolation of that subsection for a person to cir-
cumvent atechnological measure as applied to a copy, phonorecord, performance,
or display of a published work in the course of an act of good faith encryption
research if—

(A) the person lawfully obtained the encrypted copy, phonorecord, perfor-
mance, or display of the published work;

(B) such act is necessary to conduct such encryption research;

(C) the person made a good faith effort to obtain authorization before the
circumvention; and

(D) such act does not constitute infringement under thistitle or aviolation of
applicable law other than this section, including section 1030 of title 18 and
those provisions of title 18 amended by the Computer Fraud and Abuse Act of
1986.

(3) FacTorsiN DETERMINING EXEMPTION.—IN determining whether aperson quali-
fies for the exemption under paragraph (2), the factors to be considered shall in-
clude—

(A) whether the information derived from the encryption research was dis-
seminated, and if so, whether it was disseminated in amanner reasonably cal cu-
lated to advance the state of knowledge or development of encryption technol-
ogy, versus whether it was disseminated in a manner that facilitates infringe-
ment under this title or a violation of applicable law other than this section,
including aviolation of privacy or breach of security;

(B) whether the person is engaged in a legitimate course of study, is em-
ployed, or is appropriately trained or experienced, in the field of encryption
technology; and

(C) whether the person provides the copyright owner of the work to which
the technological measureis applied with notice of the findings and documenta-
tion of the research, and the time when such notice is provided.

(4) Use oF TecHNoLocIcAL MEANs FOR ResearcH AcTiviTiEs— Notwithstanding
the provisions of subsection (a)(2), it is not a violation of that subsection for a
person to—

(A) develop and employ technological meansto circumvent atechnological
measure for the sole purpose of that person performing the acts of good faith
encryption research described in paragraph (2); and

(B) provide the technol ogical meansto another person with whom he or she
isworking collaboratively for the purpose of conducting the acts of good faith
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encryption research described in paragraph (2) or for the purpose of having that

other person verify hisor her acts of good faith encryption research described in

paragraph (2).

(5) RerorT To Concress.—Not later than 1 year after the date of the enactment
of this chapter, the Register of Copyrights and the Assistant Secretary for Commu-
nications and Information of the Department of Commerce shall jointly report to
the Congress on the effect this subsection has had on—

(A) encryption research and the development of encryption technology;

(B) the adequacy and effectiveness of technological measures designed to
protect copyrighted works; and

(C) protection of copyright owners against the unauthorized access to their
encrypted copyrighted works.

The report shall include legidative recommendations, if any.

(h) Excerrions RecarDING MiNors.—In applying subsection (@) to a component or
part, the court may consider the necessity for itsintended and actual incorporationin a
technology, product, service, or device, which—

(1) does not itself violate the provisions of thistitle; and

(2) hasthe sole purposeto prevent the access of minorsto material onthe Internet.
(i) PROTECTION OF PERSONALLY |DENTIFYING INFORMATION.—

(1) CircumvenTion PermiTTED.—NOotwithstanding the provisions of subsection
(&(1)(A), itisnot aviolation of that subsection for a person to circumvent a tech-
nological measure that effectively controls access to a work protected under this
title, if—

(A) the technological measure, or the work it protects, contains the capabil-
ity of collecting or disseminating personally identifying information reflecting
the online activities of a natural person who seeks to gain access to the work
protected;

(B) in the normal course of its operation, the technological measure, or the
work it protects, collectsor disseminates personally identifying information about
the person who seeks to gain access to the work protected, without providing
conspicuous notice of such collection or dissemination to such person, and without
providing such person with the capability to prevent or restrict such collection
or dissemination;

(C) the act of circumvention has the sole effect of identifying and disabling
the capability described in subparagraph (A), and has no other effect on the
ability of any person to gain access to any work; and

(D) the act of circumvention is carried out solely for the purpose of prevent-
ing the collection or dissemination of personally identifying information about
anatural person who seeks to gain access to the work protected, and is not in
violation of any other law.

(2) InaPPLICABILITY TO CERTAIN TECHNOLOGICAL MEASURES.—

This subsection does not apply to atechnological measure, or awork it protects,
that does not collect or disseminate personally identifying information and that is
disclosed to a user as not having or using such capability.
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() SecuriTy TESTING.—

(1) Dernimion.—For purposes of this subsection, the term “security testing”
means accessing acomputer, computer system, or computer network, solely for the
purpose of good faith testing, investigating, or correcting, asecurity flaw or vulner-
ability, with the authorization of the owner or operator of such computer, computer
system, or computer network.

(2) PermissiBLE AcTs oF SecuriTy Testing.—Notwithstanding the provisions of
subsection (a)(1)(A), itisnot aviolation of that subsection for apersonto engagein
an act of security testing, if such act does not constitute infringement under thistitle
or aviolation of applicable law other than this section, including section 1030 of
title 18 and those provisions of title 18 amended by the Computer Fraud and Abuse
Act of 1986.

(3) FacTorsIN DETERMINING EXEMPTION.—IN determining whether aperson quali-
fies for the exemption under paragraph (2), the factors to be considered shall in-
clude—

(A) whether theinformation derived from the security testing was used solely
to promote the security of the owner or operator of such computer, computer
system or computer network, or shared directly with the devel oper of such com-
puter, computer system, or computer network; and

(B) whether the information derived from the security testing was used or
maintained in amanner that does not facilitate infringement under thistitle or a
violation of applicable law other than this section, including a violation of pri-
vacy or breach of security.

(4) UsEe oF TecHNoLoGIcAL MEANS FOR SEcURITY TESTING.— Notwithstanding the
provisions of subsection (a)(2), itisnot aviolation of that subsection for apersonto
develop, produce, distribute or employ technological meansfor the sole purpose of
performing the acts of security testing described in subsection (2), provided such
technological means does not otherwise violate section (a)(2).

(k) CerTaIN ANALOG DEVICES AND CERTAIN TECHNOLOGICAL MEASURES.—

(1) Cerrain ANALOG DEvicES.—

(A) Effective 18 months after the date of the enactment of this chapter, no
person shall manufacture, import, offer to the public, provide or otherwise traf-
ficin any—

(i) VHSformat analog video cassette recorder unless such recorder con-
forms to the automatic gain control copy control technology;

(if) 8mm format anal og video cassette camcorder unless such camcorder
conforms to the automatic gain control technology;

(iii) Beta format analog video cassette recorder, unless such recorder
conforms to the automatic gain control copy control technology, except that
this requirement shall not apply until there are 1,000 Beta format analog
video cassette recorders sold in the United States in any one calendar year
after the date of the enactment of this chapter;

(iv) 8mm format analog video cassette recorder that is not an analog
video cassette camcorder, unless such recorder conforms to the automatic
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gain control copy control technology, except that this requirement shall not
apply until there are 20,000 such recorders sold in the United States in any
one calendar year after the date of the enactment of this chapter; or

(v) analog video cassette recorder that records using an NTSC format
video input and that is not otherwise covered under clauses (i) through (iv),
unless such device conformsto the automatic gain control copy control tech-
nology.

(B) Effective on the date of the enactment of this chapter, no person shall
manufacture, import, offer to the public, provide or otherwise traffic in—

(i) any VHS format analog video cassette recorder or any 8mm format
anal og video cassette recorder if the design of the model of such recorder has
been modified after such date of enactment so that a model of recorder that
previously conformed to the automatic gain control copy control technology
no longer conforms to such technology; or

(i) any VHS format analog video cassette recorder, or any 8mm format
analog video cassette recorder that is not an 8mm analog video cassette
camcorder, if the design of the model of such recorder has been modified
after such date of enactment so that amodel of recorder that previously con-
formed to the four-line colorstripe copy control technology no longer con-
forms to such technology.

Manufacturersthat have not previously manufactured or sold aVHS format
anal og video cassette recorder, or an 8mm format anal og cassette recorder, shall
be required to conform to the four-line colorstripe copy control technology in
theinitial model of any such recorder manufactured after the date of the enact-
ment of this chapter, and thereafter to continue conforming to the four-line
colorstripe copy control technology. For purposes of this subparagraph, an ana-
log video cassette recorder “ conformsto” the four-line colorstripe copy control
technology if it recordsasignal that, when played back by the playback function
of that recorder in the normal viewing mode, exhibits, on a reference display
device, adisplay containing distracting visiblelinesthrough portions of the view-
able picture.

(2) CertaIN Encoping ResTRICTIONS.—NO person shall apply the automatic gain

control copy control technology or colorstripe copy control technology to prevent
or limit consumer copying except such copying—

(A) of asingle transmission, or specified group of transmissions, of live
events or of audiovisua works for which a member of the public has exercised
choicein selecting the transmissions, including the content of the transmissions
or thetime of receipt of such transmissions, or both, and asto which such mem-
ber is charged a separate fee for each such transmission or specified group of
transmissions;

(B) from a copy of atransmission of alive event or an audiovisual work if
such transmission is provided by a channel or service where payment is made
by a member of the public for such channel or service in the form of a sub-
scription fee that entitles the member of the public to receiveall of the program-
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ming contained in such channel or service;

(C) from a physical medium containing one or more prerecorded audiovi-
sual works; or

(D) from a copy of atransmission described in subparagraph (A) or from a
copy made from a physical medium described in subparagraph (C).

In the event that atransmission meets both the conditions set forth in subparagraph
(A) and those set forth in subparagraph (B), the transmission shall be treated asatrans-
mission described in subparagraph (A).

(3) InaPrLICABILITY.—This subsection shall not—

(A) require any analog video cassette camcorder to conform to the auto-
matic gain control copy control technology with respect to any video signa
received through a cameralens;

(B) apply to the manufacture, importation, offer for sale, provision of, or
other trafficking in, any professional analog video cassette recorder; or

(C) apply to the offer for sale or provision of, or other trafficking in, any
previously owned analog video cassette recorder, if such recorder was legally
manufactured and sold when new and not subsequently modified in violation of
paragraph (1)(B).

(4) DeriniTions.—For purposes of this subsection:

(A) An “analog video cassette recorder” means a device that records, or a
device that includes a function that records, on electromagnetic tape in an ana-
log format the electronic impulses produced by the video and audio portions of
atelevision program, motion picture, or other form of audiovisua work.

(B) An “analog video cassette camcorder” means an analog video cassette
recorder that contains a recording function that operates through a cameralens
and through avideo input that may be connected with atelevision or other video
playback device.

(C) Ananalog video cassette recorder “ conforms’ to the automatic gain con-
trol copy control technology if it—

(i) detects one or more of the elements of such technology and does not
record the motion picture or transmission protected by such technology; or

(it) records asignal that, when played back, exhibits ameaningfully dis-
torted or degraded display.

(D) Theterm “ professional analog video cassette recorder” means an anal og
video cassette recorder that is designed, manufactured, marketed, and intended
for use by aperson who regularly employs such adevicefor alawful businessor
industrial use, including making, performing , displaying, distributing, or trans-
mitting copies of motion pictures on acommercial scale.

(E) The terms “VHS format,” “8mm format,” “Beta format,” “automatic
gain control copy control technology,” “colorstripe copy control technology,”
“four-line version of the colorstripe copy control technology,” and “NTSC” have
the meanings that are commonly understood in the consumer electronics and
motion picture industries as of the date of the enactment of this chapter.

(5) VioLaTions—Any violation of paragraph (1) of thissubsection shall betreated
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asaviolation of subsection (b)(1) of this section. Any violation of paragraph (2) of
this subsection shall be deemed an “act of circumvention” for the purposes of sec-
tion 1203(c)(3)(A) of this chapter.

§1202. Integrity of copyright management infor mation®

(8) FaLse CopyRIGHT MANAGEMENT INFORMATION.—NO person shall knowingly and
with the intent to induce, enable, facilitate, or conceal infringement—

(1) provide copyright management information that isfalse, or

(2) distribute or import for distribution copyright management information that
isfalse.

(b) REmovAL orR ALTERATION OF COPYRIGHT MANAGEMENT INFORMATION.—

No person shall, without the authority of the copyright owner or the law—

(1) intentionally remove or alter any copyright management information,

(2) distribute or import for distribution copyright management information know-
ing that the copyright management information has been removed or altered with-
out authority of the copyright owner or the law, or

(3) distribute, import for distribution, or publicly performworks, copies of works,
or phonorecords, knowing that copyright management information has been re-
moved or altered without authority of the copyright owner or the law, knowing, or,
with respect to civil remedies under section 1203, having reasonable grounds to
know, that it will induce, enable, facilitate, or conceal an infringement of any right
under thistitle.

(c) DeriniTion.—ASs used in this section, the term “ copyright management informa-
tion” means any of the following information conveyed in connection with copies or
phonorecords of a work or performances or displays of a work, including in digital
form, except that such term does not include any personaly identifying information
about a user of awork or of acopy, phonorecord, performance, or display of awork:

(1) Thetitle and other information identifying the work, including the informa-
tion set forth on anotice of copyright.

(2) The name of, and other identifying information about, the author of awork.

(3) The name of, and other identifying information about, the copyright owner
of the work, including the information set forth in a notice of copyright.

(4) With the exception of public performances of works by radio and television
broadcast stations, the name of, and other identifying information about, a per-
former whose performance is fixed in awork other than an audiovisual work.

(5) With the exception of public performances of works by radio and television
broadcast stations, in the case of an audiovisual work, the name of, and other iden-
tifying information about, a writer, performer, or director who is credited in the
audiovisual work.

(6) Terms and conditions for use of the work.

(7) ldentifying numbers or symbols referring to such information or links to
such information.

(8) Such other information asthe Register of Copyrights may prescribe by regu-
lation, except that the Register of Copyrights may not require the provision of any
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information concerning the user of a copyrighted work.

(d) Law ENFORCEMENT, INTELLIGENCE, AND OTHER GOVERNMENT AcCTIVITIES.—T hiS Sec-
tion does not prohibit any lawfully authorized investigative, protective, information
security, or intelligence activity of an officer, agent, or employee of the United States,
a State, or apolitical subdivision of a State, or a person acting pursuant to a contract
with the United States, a State, or apolitical subdivision of a State. For purposes of this
subsection, the term “information security” means activities carried out in order to
identify and address the vulnerabilities of a government computer, computer system,
or computer network.

(e) LiMITATIONS ON LIABILITY.—

(1) AnaLoc Transwmissions.—In the case of an analog transmission, a person
who is making transmissions in its capacity as a broadcast station, or as a cable
system, or someone who provides programming to such station or system, shall not
be liable for aviolation of subsection (b) if—

(A) avoiding the activity that constitutes such violation is not technically
feasible or would create an undue financial hardship on such person; and

(B) such person did not intend, by engaging in such activity, to induce, en-
able, facilitate, or conceal infringement of aright under thistitle.

(2) DiGITAL TRANSMISSIONS.—

(A) If adigital transmission standard for the placement of copyright man-
agement information for a category of works is set in a voluntary, consensus
standard-setting process involving a representative cross-section of broadcast
stations or cable systems and copyright owners of a category of works that are
intended for public performance by such stations or systems, a person identified
in paragraph (1) shall not beliable for aviolation of subsection (b) with respect
to the particular copyright management information addressed by such standard
if—

(i) the placement of such information by someone other than such person
is not in accordance with such standard; and

(i) the activity that constitutes such violation is not intended to induce,
enable, facilitate, or conceal infringement of aright under thistitle.

(B) Until adigital transmission standard has been set pursuant to subpara-
graph (A) with respect to the placement of copyright management information
for a category of works, a person identified in paragraph (1) shall not be liable
for a violation of subsection (b) with respect to such copyright management
information, if the activity that constitutes such violation is not intended to in-
duce, enable, facilitate, or conceal infringement of a right under this title, and
if—

(i) the transmission of such information by such person would resultina
perceptible visual or aural degradation of the digital signal; or
(i) the transmission of such information by such person would conflict
with—
(1) an applicable government regulation relating to transmission of
information in adigital signal;
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(1) an applicable industry-wide standard relating to the transmission
of informationin adigital signal that was adopted by avoluntary consen-
sus standards body prior to the effective date of this chapter; or

(111) an applicable industry-wide standard relating to the transmission
of information in a digital signal that was adopted in a voluntary, con-
sensus standards-setting process open to participation by a representa-
tive cross-section of broadcast stations or cable systems and copyright
owners of a category of works that are intended for public performance
by such stations or systems.

(3) DeriniTions.—AS used in this subsection—

(A) theterm “broadcast station” has the meaning given that term in section
3 of the Communications Act of 1934 (47 U.S.C. 153); and

(B) the term “cable system” has the meaning given that term in section 602
of the Communications Act of 1934 (47 U.S.C. 522).

§1203. Civil remedies*
(8) CiviL Actions.—Any person injured by aviolation of section 1201 or 1202 may
bring a civil action in an appropriate United States district court for such violation.
(b) Powers oF THE Court.—In an action brought under subsection (a), the court—

(1) may grant temporary and permanent injunctions on such terms as it deems
reasonable to prevent or restrain a violation, but in no event shall impose a prior
restraint on free speech or the press protected under the 1st amendment to the Con-
stitution;

(2) at any time while an action is pending, may order the impounding, on such
terms as it deems reasonable, of any device or product that is in the custody or
control of the alleged violator and that the court has reasonable cause to believe
was involved in aviolation;

(3) may award damages under subsection (c);

(4) in its discretion may allow the recovery of costs by or against any party
other than the United States or an officer thereof;

(5) initsdiscretion may award reasonable attorney’ sfeesto the prevailing party;
and

(6) may, as part of afinal judgment or decree finding a violation, order the
remedial modification or the destruction of any device or product involved in the
violation that is in the custody or control of the violator or has been impounded
under paragraph (2).

(c) AwarD oF DAMAGES.—

(1) In GeneraL.—EXxcept as otherwise provided in thistitle, a person commit-
ting aviolation of section 1201 or 1202 isliable for either—

(A) the actual damages and any additional profits of the violator, as pro-
vided in paragraph (2), or
(B) statutory damages, as provided in paragraph (3).

(2) ActuaL Damaces.—The court shall award to the complaining party the ac-

tual damages suffered by the party asaresult of the violation, and any profits of the
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violator that are attributabl e to the violation and are not taken into account in com-
puting the actual damages, if the complaining party elects such damages at any
time before final judgment is entered.

(3) Statutory Damaces.—(A) At any time before final judgment is entered, a
complaining party may elect to recover an award of statutory damages for each
violation of section 1201 in the sum of not less than $200 or more than $2,500 per
act of circumvention, device, product, component, offer, or performance of service,
as the court considersjust.

(B) At any time before final judgment is entered, a complaining party may
elect to recover an award of statutory damages for each violation of section
1202 in the sum of not less than $2,500 or more than $25,000.

(4) RereateD VioLaTioNs.—In any case in which the injured party sustains the
burden of proving, and the court finds, that a person has violated section 1201 or
1202 within three years after a final judgment was entered against the person for
another such violation, the court may increase the award of damagesup to triplethe
amount that would otherwise be awarded, as the court considers just.

(5) INNOCENT VIOLATIONS.—

(A) In GeneraL.—The court in its discretion may reduce or remit the total
award of damagesin any case in which the violator sustains the burden of prov-
ing, and the court finds, that the violator was not aware and had no reason to
believe that its acts constituted a violation.

(B) NonproFIT LIBRARY, ARCHIVES, EDUCATIONAL INSTITUTIONS, OR PuBLIC
BroADCASTING ENTITIES.—

(i) DeriniTion.—I N this subparagraph, the term “ public broadcasting en-
tity” has the meaning given such term under section 118(g).

(i1) In ceneraL.—InN the case of anonprofit library, archives, educational
institution, or public broadcasting entity, the court shall remit damages in
any caseinwhichthelibrary, archives, educational ingtitution, or public broad-
casting entity sustains the burden of proving, and the court finds, that the
library, archives, educational institution, or public broadcasting entity was
not aware and had no reason to believe that its acts constituted a violation.

§1204. Criminal offenses and penalties®
(8) In GENeraL.—AnNy person who violates section 1201 or 1202 willfully and for
purposes of commercial advantage or private financial gain—
(1) shall be fined not more than $500,000 or imprisoned for not more than 5
years, or both, for the first offense; and
(2) shall be fined not more than $1,000,000 or imprisoned for not more than 10
years, or both, for any subsequent offense.
(b) LimitaTion FOR NONPROFIT LIBRARY, ARCHIVES, EDUCATIONAL INSTITUTION, OR PUB-
Lic Broabpcasting EnTiTY.—Subsection (@) shall not apply to a nonprofit library, ar-
chives, educational institution, or public broadcasting entity (as defined under section

118(q)).
(c) Sratute oF Limitations.—No criminal proceeding shall be brought under this
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section unless such proceeding is commenced within five years after the cause of ac-
tion arose.

§ 1205. Savings clause

Nothing in this chapter abrogates, diminishes, or weakens the provisions of, nor
provides any defense or element of mitigation in acriminal prosecution or civil action
under, any Federal or State law that prevents the violation of the privacy of an indi-
vidual in connection with the individua’s use of the Internet.

CHAPTER 12 ENDNOTES

1The WIPO Copyright and Performances and Phonograms Treaties |mplementation Act of 1998
added chapter 12, entitled “ Copyright Protection and Management Systems,” totitle 17. Pub. L. No.
105-304, 112 Stat. 2860, 2863. The WIPO Copyright and Performances and Phonograms Treaties
Implementation Act of 1998istitlel of the Digital Millennium Copyright Act. Pub. L. No. 105-304,
112 Stat. 2860.

2The Satellite Home Viewer Improvement Act of 1999 amended section 1201(a)(1)(C) by
deleting “on therecord.” Pub. L. No. 106-113, 113 Stat. 1501, app. | at 1501A-594.

3In 1999, section 1202 was amended by inserting “ category of works’ for “category or works,”
in subsection (€)(2)(B). Pub. L. No. 106-44, 113 Stat. 221, 222.

4The Satellite Home Viewer Improvement Act of 1999 amended section 1203(c)(5)(B) in its
entirety. Pub. L. No. 106-113, 113 Stat. 1501, app. | at 1501A-593.

5The Satellite Home Viewer Improvement Act of 1999 amended section 1204(b) initsentirety.
Pub. L. No. 106-113, 113 Stat. 1501, app. | at 1501A-593.
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